ABSTRACT Internet of Things (IoT) brings the third development wave of the global information industry, which makes users, network, and perception devices cooperate more closely. However, if IoT has security problems, it may cause a variety of damage and even threaten human lives and properties. To improve the abilities of monitoring, providing emergency response, and predicting the development trend of IoT security, a new paradigm called network security situation awareness (NSSA) is proposed. However, it is limited by its ability to mine and evaluate security situation elements from multi-source heterogeneous network security information. To solve this problem, this paper proposes an IoT network security situation awareness model using a situation reasoning method based on semantic ontology and user-defined rules. Ontology technology can provide a unified and formalized description to solve the problem of semantic heterogeneity in the IoT security domain. In this paper, four key sub-domains are proposed to reflect an IoT security situation: context, attack, vulnerability, and network flow. Furthermore, user-defined rules can compensate for the limited description ability of ontology, and hence can enhance the reasoning ability of our proposed ontology model. The examples in real IoT scenarios show that the ability of the network security situation awareness that adopts our situation reasoning method is more comprehensive and more powerful reasoning abilities than the traditional NSSA methods.
I. INTRODUCTION
Internet of Things (IoT) is an important component of the new generation of information technology. Nowadays, IoT is widely used in the network integration through intellisense, recognition technology, pervasive computing and other communication technologies. Therefore it has been called the world's third wave of the information industry development following the computer and the Internet. With the development of the IoT technology, the applications of it are increasingly extending to virtually all areas of everyday. The most prominent areas are smart industries, such as smart homes, smart energy, intelligent city, smart city healthcare etc. [1] . As the fields of application for IoT are numerous, the security issues of IoT are particularly prominent. If IoT suffers network attacks, it may cause a variety of damage and even threaten human lives and properties. However, devices in IoT generate and exchange a huge number of security-critical and privacy-sensitive data, which makes them attractive targets of various attacks. As Fig. 1 shows, the architecture of the IoT is composed of three layers: perception layer, network layer and application layer. The perception layer is responsible for collecting raw information through RFID, various sensors, GPS, laser scanners, two-dimensional codes and so on. However, the anti-attack ability of perception nodes is weak because of their own limited computing capacity and the long time unattended state. The network layer is responsible for the transmission of information collected by the perception layer to the application layer. Since IoT is constructed on the basis of the Internet, all the threats to the Internet in the process of transmission are also harmful to the IoT (DoS attack, intermediate attack, etc.). Furthermore, the attacks to heterogeneous networks are more prominent in IoT. The application layer processes the information to meet the needs of users (intelligent transportation, intelligent power, intelligent medical, etc.). The application layer faces a variety of security issues due to its diverse application types and technology stands and regulations. Any layer that is attacked will affect the entire system and users. What's more, the security of network layer and application layer is more important, hence IoT requires a holistic and real-time security management which includes real-time attacks and vulnerabilities detection and prediction of possible attacks [2] . But, this security management of IoT is extremely challenging due to heterogeneous devices and nonuniform data generated by IoT devices.
It needs to process and analyze heterogeneous data inputs in real-time way to make appropriate and seasonable decisions. However, existing security solutions are inappropriate since they do not scale to large networks of heterogeneous devices and satisfy the requirement of real-time detection [3] . To solve these problems, a new network security monitoring technology named network security situation awareness is proposed. If the network security situation awareness technology of IoT gets a breakthrough, it will play an important supporting role in the security of IoT.
Endsley [4] believed that situation awareness is the perception of the elements of the environment within a volume of time and space, the comprehension of their meaning, and the projection of their status into the near future. However, this concept was not applied in network situations. Bas [5] proposed the concept of network security situational awareness (NSSA) for the first time in 1999 to address the problem of network security with a holistic approach based on the concept of situational awareness.
NSSA can provide a holistic and real-time view of a network security situation, but one challenge is its perception of network situations on the basis of multi-source heterogeneous network security situation information. Ontology has been proven to play an important role in resolving semantic heterogeneity by providing formalization of knowledge in a particular domain [6] - [9] . While the present research on network security situation ontology often defines the situation information according to the application requirements, the researchers neither consider the situation information holistically nor build a unified and reusable knowledge base model for the NSSA of IoT. This severely limits the popularization and application of network security situation awareness for IoT.
Therefore, this paper proposed a situation reasoning method based on semantic ontology and user-defined rules for IoT network security situation awareness from a holistic view. This method not only realizes the unified and formalized description and the reuse of the heterogeneous network security situation information of IoT but can also detect the security situation of the network in real time.
The remainder of the paper is organized as follows: Section 2 summarizes related work on NSSA and describes the background of our work. Section 3 overviews the framework for situation reasoning based on the above ontology model and user-defined rules. Section 4 is our proposed ontology model for NSSA. Section 5 introduces user-defined rule languages used in our model. Section 6 provides examples to verify the effectiveness of our proposed model. Section 7 concludes this paper and provides direction for future research.
II. RELATED WORK
According to [3] , [10] - [12] , IoT is a large-scale information system consisting of perception layer, network layer and application layer. The core structure of IoT mainly includes: x perception layer: Its main function is to collect all kinds of basic information. It contains CARDS, RFID electronic tag, sensor network et al. y network layer: Its main function is to realize information exchange and communication. It contains Internet, wireless network et al. z application layer: It is mainly responsible for the analysis of the data, information processing and control decisions, in order to realize intelligent applications and services. The architecture of IoT is shown in Fig.1 . At present, the technology of perception layer is relatively mature, while the security issues faced by network layer and application layer are relatively serious. The network layer and application layer are not only faced the traditional network security issues, but also are faced more complicated network security issues as the result of vast amounts of multi-source heterogeneous information. One of the famous attacks against IoT was the Slammer worm, which paralyzed the Bank of America's ATM, infected monitoring systems of a nuclear power plant in America and interdicted telephone lines of some telephone companies in Korea [13] . A computer virus stopped passenger trains by infecting the control system of transportation network in America. Stuxnet attacked Iran's uranium enrichment facility and delayed the generation of nuclear power plants in Iran [14] . There are rich researches to improve the security of IoT. The IEEE designed IEEE 802.15.4 standard to support range and data rate of communications and provide security services. What's more, there are many security architectures have VOLUME 5, 2017 been proposed. Such as virtualization and software-based isolation [15] , Intel Software Guard Extensions (SGX) [16] , trusted computing on the basis of secure hardware, AEGIS [17] , etc. These solutions achieve the purpose of security through the design of their own architectures and mostly based on hardware-enforced isolation from other software. However, the potential safety hazard of IoT exists objectively and IoT is more vulnerable to attacks because of a mass of embedded devices and ubiquitous wireless networks. On the one hand, we should enhance the anti -attack capability of the IoT, on the other hand, we should also monitor security situations of the IoT at real-time and detect threats as early as possible to reduce losses. The challenge of security situation awareness of IoT is to mine useful information from a large number of heterogeneous data generated form sensors and to perceive the current security situation at real-time. But, the proposal of the concept of NSSA can solve these problems. According to Bas [5] , NSSA is the application of multisensor data fusion in the network security situation domain. He produced a network situation awareness functional model based on multi-sensor data fusion called the JDL functional model, which is the primary model of NSSA. This model is the basis of other models. By combing the situation awareness conceptual model proposed by Endsley [4] with the JDL functional model, we provide a conceptual model of NSSA, as shown in Fig. 2 . The NSSA model is divided into three levels: security situation perception, situation evaluation, and situation prediction. Situation perception is the foundation of NSSA. This level primarily receives network security situation information from massive multi-source heterogeneous data, translates it into understandable formats, and prepares the information for the next level. Situation evaluation is the core of NSSA. It is a dynamic comprehension process of current security situation. It identifies the security events and analyzes the relationships among these events to obtain the security situation of the entire network. Situation prediction predicts the change trend of the network situation in the future based on the security situation information, the current network security situation and the history of the network situation. This paper focuses on the first two levels of NSSA. We use an ontology to formally describe the network's security situation information and further determine the current network security situation. Ontology is the theory of the nature and law of things and is a category of philosophy. Studer et al. combined the definitions of ontology proposed by Gruber [18] and Borst [19] and developed the concept of an ontology that is generally accepted by researchers: explicit formal specification of a shared conceptual model [20] . Ontology was an early effort to support the sharing and reuse of formally represented knowledge among AI systems. There has been some research into applying ontology to the field of network security. In [21] , the use of ontology was proposed to define the detection and reaction processes of security incidents. The authors proposed an ontology-based methodology for instantiation of security policy in a particular attack context. First, alerts are defined and are mapped into a particular attack context. After the attack is identified, the policies that are used to counter the attack are identified using rules. In [22] - [24] , an ontology-based multi-agent IDS for web service attacks was introduced. The knowledge base of this model consists of attack ontology and instances. The knowledge base contains many data properties and represents many attack types. When performing an analysis, it compares the attributes of many alerts in the IDS with the instances in the knowledge base. Although it did not show the specific ontology, this design can assist future research. Razzaq et al. [25] presented an idea for how intrusion detection can be implemented by using an ontology but used an example with only three classes. Bhandari and Singh [26] presented a sematic web-based tool for network security status prediction. The tool only focused on the vulnerability of the network.
These works all used an ontology to specify a one-sided network security domain to satisfy their requirements, but they did not provide a holistic view of a network security situation. The ontologies of these domains are not sufficient for NSSA and cannot be reused in the NSSA domain. In this paper, we research the classification and relationships among the elements in NSSA domain and present a more complete ontology model for NSSA.
III. OVERVIEW OF SITUATION REASONING FRAMEWORK BASED ON SEMANTIC ONTOLOGY AND USER-DEFINED RULES
In this paper, we propose a NSSA model based on sematic ontology and use-defied rules for the security of IoT. This model can perceive the current security situation form all security levels. We use ontology to build unified and formalized description of the sematic heterogeneous security data, use user-defined rules to compensate for the limited description ability of an ontology and enhance the reasoning ability of the NSSA model. The reasoning engine can determine the current network security situation based on the ontology model and user-defined rules. The framework of our situation reasoning method is shown in Fig. 3 . The reasoning process is as follows: (1) The multi-source heterogeneous information is obtained from data sensors embedded in IoT, including alerts, vulnerability information, network flow and context information. The number of those data is huge and the structure of those data if different.
(2) The network security situation data is formatted into the corresponding format of the ontology model.
(3) The formatted data is mapped into the ontology model through entities discovering and instances mapping, and generated instances will be added in the ontology base.
(4) The reasoning engine reasons out the abnormalities on the basis of instances and user-defined rules to achieve the goal of security situation awareness.
Next, the ontology model and the form of the user-defined rules will be described in detail. And some examples will be given to show the validity of this model.
IV. ONTOLOGY MODELING FOR NSSA
Currently, the establishment of an ontology model is not a systematic and engineering activity but instead uses manual methods. The methods include TOVE, Enterprise Ontology, Ontoweb, ODE, and Life Cycle of Ontology.
The analysis of these methods and the basic process of building domain ontology can be summarized as Fig. 4 .
In the process of building an ontology, these four cardinal principles should be followed:
(1) Clarity: Use the formal axiomatic description and avoid vague terminology as much as possible when defining the relevant terms;
(2) Coherence: The ontology definition must satisfy the consistency check of reasoning machine; (3) Extendibility: As much as possible to consider the concept of the ontology that may be used in the future when designing relevant concepts; (4) Minimal encoding bias: In the representation of the concept, do not be limited to one type of coding methodology. In this paper, we build an ontology model in the domain of NSSA. To reflect the security situation of a network from multiple angles and levels, the network security situation elements can be divided into the following four basic types:
(1) Context The context is the foundation and carrier of the network security situation of IoT. It consists of a variety of network, security and host equipment and it can be changed to accommodate actual user needs.
(2) Vulnerability The vulnerability is a core component of a network security situation and reflects the vulnerability of the IoT environment. The attacker exploits vulnerabilities that are scanned by tools to achieve illegal access, system attack or other illegal purposes.
(3) Attack Attack is the focus of the network security situation and the main threat to the network security situation. The attacker uses various means of attack to damage the software, hardware facilities and data of the systems.
(4) Network flow The network flow is a useful data source. It cannot only reflect the usage of network traffic but also helps detect the abnormal behavior of the network.
Our ontology has been built based on the network security situation concepts described above. To build the ontology, the Web Ontology Language (OWL) is used. OWL is the preferred language because of its expressiveness and reasoning ability. The concepts are implemented as classes, the relations are implemented as properties and the axioms are implemented as restrictions. There are two types of properties: object type and data type. The object type properties are defined as the relations between instances belonging to classes. The data type properties are relations between instances of classes and literals. In addition, the expressive ability of OWL is limited to the description logic; the reasoning can only be achieved by categories based on relevance and inference and cannot express uncertain knowledge, such as event changes over time and space, statistical data flow and semantic relations such as if. . . then. . . . To support these needs, Semantic Web Rule Language (SWRL)-based rules are used in the latter part of this paper. The ontology that we built includes six top classes as shown in Fig.5 . : Context, Sensor, Alert, Attack, Vulnerability and Netflow. The object properties describe the internal relationships among classes. ''hasVulnerability'' is the object property between Context and Vulnerability and indicates that there are vulnerabilities in the context. ''exploitedby'' is the object property between Vulnerability and Attack, and ''exploit'' is the inverse of ''exploitedby''. It indicates that vulnerabilities can be exploited by attacks. ''supplyInformation'' is the object property between Netflow and Context and indicates that the network flow can reflect the network traffic situation within the network context. ''reflect'' is the object property between Netflow and Attack and indicates that network flow can reflect some common attacks which have specific network flow characteristics. Sensor ''generate'' Alert and Alert can ''reason'' what attack had ''happenedIn'' the context. The ontology model defines these object attributes to associate the top classes that reflect the network security situation and develops appropriate inference rules to describe the implicit message, resulting in a uniform description of the network security situation elements. The following paragraphs present a variety of ontology descriptions of the sub-domains of NSSA.
A. ONTOLOGY DESCRIPTION OF CONTEXT
The ontology of Context is shown in Fig. 6 . The subclasses of Context are Hardware and Element, which represent a variety of equipment in the IoT system and there are corresponding attributes to describe them. For example, using the description logic to describe the host in context, the description can be expressed using the ontology language based on description logic (OWL DL) as the following: Vulnerability refers to security flaws, defects, or mistakes in software and hardware that attackers can exploit. In our ontology model, the most important object property of Vulnerability is ''hasCVscore'', which connects the instance of Vulnerability and the Common Vulnerability Scoring System (CVSS) score. The CVSS score is adopted to evaluate the severity of every identified vulnerability. For example, we consider CVE-2013-0375, a vulnerability in the MySQL Server database that could allow a remote, authenticated user to inject SQL code that MySQL replication functionality would execute with high privileges, as an instance of Vulnerability and the description is as follows:
∩∀hasAccessVector.AccessVector (Network) ∩ ∀hasPublishedTime.datatime ∩ ∃exploitedby.Attack (SQLinjection)
C. ONTOLOGY DESCRIPTION OF ATTACK
In the Attack domain of the NSSA, the attacks can be detected by the ontology sharing knowledge with the reasoning base of the IDS alert data, which is described by the ontology description language. Our ontology model can detect a singlestep attack and a complex attack. In Fig. 7 ., Alert refers to the alarm information from the IDS. The alert id, time and address are important properties of the class of Alert. We use data type properties to represent these properties, of which ''hasStartTime'' indicates the start time of the alert, ''hasEndTime'' indicates the end time of the alert, ''hasSourceAdd'' indicates the source address of the alert, ''hasDestAdd'' indicates the destination address of the alert and ''hasID'' indicates the identification of the alert. The core of this sub-domain is Attack. Some properties of Attack draw on the relevant properties in the research of the taxonomy of attacks [27] - [29] . For the property of attack classification, our ontology model draws on the attack classification provided by the Common Attack Pattern Enumeration (CAPEC) [30] . The CAPEC is a comprehensive classification of the known attacks formulated by the Department of Homeland Security to promote an understanding and resistance to attack. The mechanism of an attack can be divided into 16 categories; therefore, the AttackMechanism class of our ontology model contains 16 subclasses.
Using SQL injection as an example, it results from a failure of the application to appropriately validate the input. This enables an attacker to communicate directly with the database, thus bypassing the application completely. Successful injection can cause information disclosure and the ability to add or modify data in the database. The description of it is as follows:
∩ ∃hasAttackProperty.AttackProperty
D. ONTOLOGY DESCRIPTION OF NETWORK FLOW
There are multiple standards for network flow, such as NetFlow v5, NetFlow v9, Argus, and IPFIX. Referring to these standards, the property of the network flow sub-domain is defined in Fig. 8 . Because most properties are date type and cannot be displayed by the ontology graph software, we drew 
V. USER-DEFINED RULES
Above, we built an NSSA model using the OWL. To enhance the descriptive ability of OWL, we need a descriptive language based on rules to process the direct and indirect relationships of the ontology model. In this paper, we choose the SWRL as the rule language because it is the rule language of the semantic web. It includes a high-level abstract syntax for rules and is already a member of the W3C specification. The SWRL is built on the same description logic foundation as OWL and provides strong formal guarantees in the inference process. The SWRL offers substantially more expressive power than OWL alone, primarily when addressing the complex inter-relationships with OWL individuals and when reasoning about data values. All of the rules developed using the SWRL are expressed in terms of OWL concepts including classes, object properties, data properties and instances. When writing rules, we can use the relationships and vocabularies described in the ontology directly. Each SWRL rule is a type of OWL axiom in the ontology. These new rules can also interact with the existing axioms present in the ontology. Additionally, a SWRL rule cannot be considered independent from existing OWL axioms during the inference process [31] , [32] . The form of SWRL rules are as follows:
The commas on both sides of the arrow represent a conjunction. The forms of A 1 , . . . , A m and B 1 , . . . , B n can be stated as C(x), P(x, y), or (x, y). Additionally, C is an OWL description, P is an OWL property and x and y can be Datalog In this rule, ''Mother(?x,?y)'' means the relationship that x's mother is y and then we will know meanings of the other relationships. If ''Mother(?x,?y)'' and ''hasSister(?y,?z)'' are established at the same time, the result is that z is aunt of x.
The SWRL cannot make the OWL query, but the integrated ontology model can be queried using the Semantic QueryEnhanced Web Rule Language (SQWRL). The SQWRL is a SWRL-based query language that can be used to retrieve knowledge from OWL ontologies. It provides an SQL type of operation. The queries can be formalized through the SQWRL language because it is a library extension of the SWRL rule language. It is centered on the fact that a rule antecedent can be viewed as a pattern-matching mechanism (i.e., a query). It allows queries directed at OWL classes, subclasses, object properties, data properties and individuals. The SQWRL queries can operate in conjunction with the SWRL rules and thus can be used to query and retrieve the knowledge inferred by the SWRL rules [32] . Application examples in section 6 show the specific usage of these rule languages, 
VI. EXAMPLES
As Fig. 9 . shows, different attacks exist in all layers of IoT. Software in application layer can be compromised by reverse engineering, runtime attacks and malicious code (Trojans, viruses). Network layer is subject to eavesdropping, man-inthe-middle attack and denial-of-service attack. Even humans operating the IoT system are subject to social attacks, such as phishing and social engineering. Our proposed NSSA model focuses on detecting attacks in application layer and network layer (such as worms, denial-of-service attacks, etc.) and predicting possible attacks based on various vulnerabilities in IoT devices.
In this section, we use a scenario-based approach to show the validity and scalability of the proposed NSSA model. Examples include three scenarios, scenarios A shows the ability of detecting complex attacks, which uses denial-ofservice attack as representative; scenarios B shows the ability of evaluating the vulnerability of the IoT system, and scenarios C shows the ability of perceiving worms based on network traffic information. A prototype model has been developed by using Protégé to completing the network security situation reasoning in different scenarios.
A. SCENARIO 1 Combined with the inference rules, the proposed ontology model can detect complex attacks that are not considered by traditional IDS. A complex attack is composed of several single-step attacks that are performed in a certain sequence. After the single-step attacks are represented by the ontology, the complex attack can be identified by the cooperative reasoning of several single-step attacks. The key to this process is the design of the inference rules, and inference rules should be designed according to the characteristics of the complex attacks.
FIGURE 10. Mitnick attack.
A Mitnick attack is a type of multi-stage complex attack that involves DoS, TCP sequence prediction, IP spoofing and other basic attacks. In a Mitnick attack, a denial of service attack can be implemented by syn_flood or other methods. As shown in Fig. 10 , attacker is the attack host (host C), victim (host B) is the final target of the attack which represents IoT devices (such as pad, mobile phone, etc.) , host A is trusted by victim. Host C attacks host B by pretending to be host A which is trusted by host B. The specific attack steps are as follows:
(1) Attack host C causes host A to perform a denial of service against host B by launching a syn_flood;
(2) Attack host C sends TCP packets continuously to host B to guess the TCP sequence number produced by host B; (3) Attack host C sends the syn packet to host B and changes the source address of the syn packet to the address of host A. Then, host B will allow itself to establish a connection with host A; (4) To complete the connection with host A, host B will send the SYN/ACK response packet to host A and then attack host C, and host A cannot see the response packet of host B; (5) Attack host C sends the ACK packet to host B using the TCP sequence number guessed during step (2); (6) Through the three-way handshake, host B believes that it has established a secure connection with trusted host A.
After the above steps, attack host C can send commands to host B and achieve its purpose of controlling host B.
Traditional IDS cannot detect this type of complex attack. Perhaps the IDS1 of host A detects the syn_flood attack and the IDS2 of host B can detect the attempt to predict the TCP serial number. However, by sharing the intrusion information ontology and ontology reasoning, we can detect complex attacks effectively.
Based on the analysis and summary of the characteristics of a Mitnick attack, the collaborative detection of inference rules based on the ontology are shown in Fig. 11 . In this rule, the question marks refer to defined variables. This rule denotes that x is a syn_flood attack whose target IP address is a; y is a sequencepredict attack whose target IP address is b and whose source IP address is c; and z is a tcp_connect event whose source IP address is a and whose target IP address is b. Thus, it can be concluded that there is a Mitnick attack, its source IP address is c and its target IP address is b. We can determine the security situation of host B. Host B is being impacted by the Mitnick attack. This rule correlates and fuses the network security situation elements concerning the attack and detects the complex attack. And if without this reasoning, the actual security incident will not be detected. In this process, the most critical thing is the design of reasoning rules. Reasoning rules should be designed according to the characteristics of complex attacks, and the characteristics of complex attacks need to be summarized and in the usual accumulation.
B. SCENARIO 2
A variety of hardware and software in the network corresponds to the instances of the context ontology. The status of the network is reflected in the status of the components of the context, and the status of all of the components of the context is inferred based on the rules inserted into the ontology model at the particular instance. Combined with the inference rules, the proposed ontology model can infer both the security status level of the context and possible attacks.
In this scenario, all the components are modeled in the ontology. The hardware router is a TD-W8961NB. The server operating system is Windows server 2012, and the services provided are DNS, Email, and VoIP. The TD-W8961NB has the vulnerability Misfortune Cookie (CVE-2014-922). The CVSS score of CVE-2014-922 is 10 and the severity level is high. The vulnerabilities of Windows server 2012 are CVE-2015-1698, CVE-2015-1699, CVE-2015-1702 and CVE-2015-1716. The CVSS scores and severity levels of these vulnerabilities are (9.3, High), (9.3, High), (6.9, Medium), and (5.0, Medium). These conditions are modeled in the ontology through the creation of instances. The rules for inferring the security status of all components are shown in Fig. 12 .
In Fig. 12 , rules 1 through 3 identify the vulnerability subclasses of the vulnerability instances based on the CVSS scores. CVSS score is divided into three grades, including low, medium and high. If the CVSS score of the vulnerability is low, then we define this vulnerability is a normal vulnerability. Rule 2 and rule 3 and so on like this.
According to the severity of the vulnerability we can reason out the degree of danger of hardware and software. Under the scenario is described before, rule 4 and rule 5 can reasoned that the status of the router and the server are critically vulnerable.
Rule 6 uses SQWRL to list components that are highly important and vulnerable to serious attacks in the current scenario. In addition, the ontology model and SWRL can easily update the security situation when a new component is deployed in the context. As long as increase corresponding instance, we will get corresponding results after reasoning.
C. SCENARIO 3
The third scenario is primarily related to the Netflow subontology. Based on the ontology model, we can not only check the usage of the network traffic but also use the realtime detection of the key nodes to predict some attacks. The SPARQL represents the SPARQL protocol and RDF query language. The core of it is a simple query in the form of a simple graph. In addition, the SPARQL provides a series of advanced functions to construct advanced query patterns for describing additional filtering conditions and developing the final output format. Additionally, it can help the query determine the network traffic usage. Example usage scenarios are shown in Fig. 13 . In Fig. 13 , the first two queries shows the most simple and basic usage of SPARQL. The prefix ''NSSA:'' stands for the NSSA ontology model and is a shortcut for readability of the constants. Query-1 lists the network flows with the number of 100, and all triples must be matched to produce one record for the query. Query-2 compiles statistics of the protocol, and it includes some advanced functions. Such as grouping, sorting, selecting maximum or minimum and so on. These advanced functions can help information statistics and presenting useful security situation information. What is more important is that SPARQL can separate the abnormal network flow. Most of the data flow in the network is normal. Abnormal flow is random, and the probability is small, but the targets of abnormal flows are specific, and the features of abnormal flows are obvious. Processing the few abnormal network flows separate from the network flows will greatly reduce the consumption of time and space and increase the speed of abnormal detection. For example, most worms spread on the Internet with some fixed network behavior patterns that are reflected in the network flows. We can analyze the characteristics of the NetFlow to detect the worm virus. For example, the Code Red worm is a type of worm virus (dPort 80, Protocol 80, Packets 3, Bytes 144). And Query-3 queries whether there are network flows of the particular mode that match the Code Red virus.
These scenarios verify the ability of the ontology model to perceive the security situation of the network. The first scenario shows the function of our ontology model to detect complex attack which consists of a sequence of several sample attacks and cannot be detected by traditional network security tools. The second scenario verifies the ability to predict danger. If an element has vulnerabilities that can be exploited by some attacks, the ontology model will warn this danger by predicting these possible attacks. And the last scenario gives some examples about perceiving the network security situation based on network flows. It cannot only compiles statistics of network flows, but also can detect some worms with fixed network behavior patterns. Network security is an important to IoT security and the ontology model proposed in this paper can give a holistic view of the security situation which can help detecting potential threats and improve the emergency response capability. Table 1 compares our ontology model to others [24] , [26] to show the scope of network security situation which can be perceived. According to table 1, our proposed ontology model focuses the information about network environment, attack, vulnerability and network flow, which gives a holistic view of the security situation and is more comprehensive than the other models. What's more, the relevant rules can be userdefined to enhance the reasoning ability of the ontology model. According to the extensibility of the ontology, the ontology model and rules can be changed to meet the ever increasing requirements.
VII. CONCLUSION
In this paper, we proposed an IoT network security situation awareness method based on situation reasoning using sematic ontology and use-defined rules. It provides a more comprehensive and holistic view of the security situation and improves the ability of emergency response. We resolve the semantic heterogeneity problem by providing formalization of knowledge in a particular domain. Moreover, we use a reasoning machine and reasoning language to perceive the security situation of the network.
However, our work is not enough to monitor the overall security of IoT. In the near future, we will add some IoT operational information to the ontology model. Taking the smart grid for example, we can add operational information of the smart grid, such as voltage changes, power changes, frequency changes, energy flow and other status information to the ontology model. In this way, it can not only detect the threat of network attack, but also can detect the physical information joint attack by fusing the operational information of the smart grid physical system and the network security information.
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